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In recent years, smart cities have increasingly adopted digital technologies to
improve public services, enhance citizens’ quality of life, and promote sustainable
urban development. However, concerns regarding user privacy and security
remain a major barrier to the widespread adoption of smart city services, often
reducing users’ trust and willingness to engage with these technologies. This
study proposes a knowledge management-based framework to support the
personalization of user privacy in smart cities by applying the Wiig knowledge
management cycle. First, a meta-synthesis approach is employed to identify the
key dimensions, factors, and indicators affecting user privacy through a
comprehensive review of the existing literature. The extracted knowledge is then
refined and validated through semi-structured interviews with two domain
experts. Subsequently, the relative importance of the identified dimensions is
determined using the Fermatean Fuzzy Step-wise Weight Assessment Ratio
Analysis (FF-SWARA) method based on the evaluations of seven experts. The
results indicate that Security Requirements (C7) is the most influential dimension,
followed by Data Management (C6), Reference Standards, Frameworks, and Rules
(C5), Risk and Risk Management (C8), Transparency (C4), Self-Control and
Customization (C3), Awareness and Understanding (C1), Trust (C2), and
Acceptance of Smart City Applications (C9). The prioritized dimensions are then
incorporated into a questionnaire administered to smart city users. Finally,
machine learning clustering algorithms are applied to classify users according to
their privacy preferences, enabling the development of personalized privacy
recommendations tailored to the characteristics and expectations of each user
group.

1. Introduction
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Smart cities, through the utilization of technologies and digital innovations, bring forth a wide
array of services for their citizens, leading to an enhanced quality of life and improved well-being.
Smart cities harness advanced technologies and data-driven approaches to elevate urban living
standards. These technologies, such as Internet of Things (loT) devices, sensors, and surveillance
systems, generate vast amounts of data [1]-[3]. To effectively provide their services on a broad scale,
these cities must continuously generate, store, process, and analyze substantial volumes of data from
users, devices, and sensors [4]. The extensive generation, transmission, and processing of this data
to offer services to users may result in uncovering behavioral patterns, lifestyle trends, interests, and
consumption habits. Additionally, it can provide easier access to citizens' personal and private
information, potentially infringing on their privacy [5]. Breaching user privacy stands as one of the
most significant challenges threatening the proper implementation of smart cities, leading to citizens'
distrust and skepticism towards the services and offerings of the smart city. Knowledge management
plays a pivotal role in processing, analyzing, and utilizing this data to enhance urban services, optimize
resource allocation, and bolster decision-making. Smart cities must ensure the proper safeguarding
of user security and privacy to ensure the acceptance and participation of their citizens, as the
benefits of a smart city can be negated if citizens are reluctant to engage [6], [7]. To address these
privacy preservation concerns, knowledge management plays a crucial role. By implementing robust
data governance frameworks and advanced analytical techniques, smart city managers can
effectively anonymize and secure data. Knowledge management approaches can contribute to the
development and maintenance of policies ensuring that data is only accessible by authorized
personnel, and privacy protections are continuously updated. Furthermore, knowledge management
can enhance citizens' awareness of privacy importance within the smart city context. By providing
information about data collection methods and the benefits of smart city initiatives, residents can
make more informed decisions and actively engage in safeguarding their privacy. Effective knowledge
management approaches can contribute to alleviating privacy concerns by ensuring data governance,
appropriate security measures, and citizen engagement, ultimately strengthening the smart city
ecosystem while respecting privacy and becoming pervasive.

Knowledge is a driving force that enables intelligent and informed action. Through improved
knowledge, we gain a better understanding of how to perform tasks. Working intelligently entails
utilizing the best available knowledge at our disposal. In this study, an attempt has been made to
utilize a knowledge management approach and the stages of the Wiig cycle to first gather and encode
dimensions (existing knowledge) that impact user privacy preservation in a smart city. Subsequently,
employing machine learning techniques, the collected user feedback data is analyzed. By uncovering
existing patterns, the study identifies the specific requirements of each user and, through accurate
classification, provides suggestions for enhancing their privacy. This process represents the practical
application of the acquired knowledge in the realm of privacy improvement. In this study, to acquire
both tacit and explicit knowledge, integrate them, and share them with users within the smart city
context, the findings of the Wiig knowledge management cycle are employed. Wiig primarily aims to
facilitate intelligent performance through the creation, storage, sharing, and utilization of quality
knowledge. The Wiig knowledge management cycle pertains to the creation and utilization of
knowledge within individuals or organizations. The four main stages of this cycle include creation,
storage, integration, and application of knowledge [8]. To this end, aligning with the initial stage of
the Wiig knowledge management cycle, in order to generate and obtain knowledge, the dimensions
influencing user privacy preservation are initially collected using a meta-synthesis approach as
explicit knowledge is necessary. Harnessing explicit knowledge, utilizing a systematic review
approach, leads to the collection, organization, and refinement of information, facilitating learning
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and problem-solving. Subsequently, for a better representation of knowledge and its systematic
collection within a coherent model, the relevant knowledge is encoded, yielding an output that plays
a pivotal role in user privacy preservation. In the subsequent phase, employing the knowledge
acquired in the initial stage, a questionnaire is designed and shared with users to capture their tacit
knowledge. Ultimately, following the accumulation of users' tacit knowledge, clustering algorithms
are employed to extract their knowledge, categorizing them into different clusters based on their
security requirements. To this end, the information garnered from users in the previous stage is
subjected to analysis through two distinct approaches.

In the first approach, each dimension is assigned a weight using the average method. Then, for
each user, a score is allocated based on the cumulative weights of each dimension (considering users'
ratings for each dimension). This score indicates the level of importance of the set of dimensions
influencing privacy for each user. Finally, clustering is performed for all individuals using the K-means
method, as this method, given its two-dimensional matrix nature, yields the best and most accurate
clustering results. The output of this section will be the categorization of users in terms of the
significance they attribute to the set of privacy-influencing dimensions. In the second approach, the
priority level of each dimension is individually weighted for all users. To achieve this, users are asked
to rank dimensions in terms of their prioritization in maintaining their privacy within the smart city.
For the analysis of the second approach, clustering is conducted based on the K-modes method, as it
proves reliable for multidimensional clustering. Finally, in the concluding phase of the knowledge
management cycle, the utilization of knowledge must be executed accurately. Which knowledge is
to be employed and for what group of individuals? This involves determining which specific
knowledge should be used and for which group of individuals within the context of the smart city. It's
essential to consider how this knowledge can be effectively imparted to these individuals to enable
them to understand its proper application and believe that implementing this knowledge will
enhance their performance [9].

In light of the points mentioned above, this research comprises the following sections: The second
section delves into the realm of knowledge management and its application within a smart city
context. The third section presents the research methodology, which encompasses the meta-
synthesis approach for identifying and extracting the influential dimensions of user privacy, the
preliminaries of the Fermatean Fuzzy Set (FFS) along with the procedural steps of the FF-SWARA
method for determining the relative importance of these dimensions, and the general theory of
clustering techniques employed for analyzing user data. The fourth section is dedicated to the
findings and results, covering the prioritization of dimensions through the FF-SWARA method based
on expert judgments, as well as the implementation and outcomes of the K-means and K-modes
clustering algorithms applied to user responses. Finally, the fifth section provides a comprehensive
summary, presents the overall conclusions drawn from both the expert-driven multi-criteria decision-
making and user-centric clustering analyses, and offers practical recommendations for personalizing
privacy preservation in smart cities.

2. Theoretical Foundation & Literature Review

In the midst of rapid urbanization and the intricate challenges faced by cities worldwide, the
concept of smart cities has emerged as a promising solution for establishing sustainable, efficient,
and livable urban environments. At the heart of this transformation lies the strategic integration of
knowledge management methodologies, enabling smart cities to harness their intellectual capital for
data-driven decision-making, innovation, and improved service delivery. Knowledge plays a central
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role, empowering intelligent and informed actions. By enhancing knowledge, we gain a deeper
understanding of what needs to be done and how to do it. Smart cities, by leveraging knowledge as
a strategic asset, can navigate the complexities of modern urban landscapes and explore new
avenues for progress and prosperity. Knowledge management encompasses the systematic
collection, organization, analysis, and dissemination of information and expertise within an
organization or ecosystem. The Wiig framework emphasizes the primary objective of knowledge
management as improving organizational performance by facilitating the creation, storage, sharing,
and application of high-quality knowledge. The Wiig model outlines four key stages in the knowledge
management cycle: Building knowledge, holding knowledge, pooling knowledge, and applying
knowledge. The Wiig knowledge management cycle encompasses a wide range of learning from
various sources. Depending on the field and objectives, knowledge can be integrated and applied
through diverse methodologies. The knowledge creation phase involves activities sourced from
various channels. Knowledge acquisition can take place through research and development projects,
innovations, experiments, and more. Knowledge can also be obtained through inculcation, such as
extracting expertise from experts and procedural guidelines, engaging in collaborations to acquire
technology, or transferring personnel across departments. Additionally, knowledge can be gleaned
from real-world observation. The preservation and storage of knowledge entail preserving,
accumulating, and embedding knowledge within repositories and knowledge archives. The
aggregation and integration of knowledge involve coordinating, collecting, accessing, and retrieving
knowledge. Once knowledge sources are identified, they are consolidated into background
references within a library or repository to facilitate subsequent access and retrieval. Finally, there
are various approaches to applying knowledge, including using general knowledge to analyze
exceptional situations, employing knowledge to describe problem domains and situations, analyzing
situations with the aid of knowledge, and using knowledge for decision-making. Figure 1 provides a
concise overview of the key activities within the Wiig knowledge management cycle [8].

Building Ll Holding L, Pooling L Applying
knowledge knowledge knowledge knowledge
... + Doing tasks
Acquisition

+ Remember Coordination ¢ Survey,

*  Anal . ° : .

e * Accumulation *  Aggregation descnpnon
* Restructuring . . . +  Selection

.. in repository * Restructuring

* Composition « Inclusi . . C Siti + Observe, analyze,
. Coding nc LI.S'I()I'I n omposition synthesize
ewng | e
* Organize decision making,

implementation

Fig. 1. Activities of the Wiig Knowledge Management Cycle [8].

In the field of knowledge management, once the decision is made that newly discovered or
identified content holds sufficient value, the next step is to contextualize the content. This involves
establishing a connection between the knowledge and individuals who are well-informed about the
content. These well-informed individuals are those who have gained significant experience in using
this content. Contextualizing knowledge also involves identifying key attributes of the content to
better align it with a diverse user base. For example, personalizing content to match the preferences
of end-users [8]. In the final stage of the Wiig Knowledge Management Cycle, the effective application
of knowledge must be carried out. This stage includes internalizing knowledge, which involves
understanding the content and recognizing that the presented knowledge offers a better way to
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accomplish tasks, thereby facilitating its use in personalization and user profiling. Utilizing
classification techniques, learning methodologies, and personalization or profiling techniques can
help ensure the best possible alignment between users and content [10]. The easier it is for a user to
find, understand, and internalize knowledge, the more successful they will be in its practical
application. Furthermore, in user profile personalization, identifying a user's interests based on their
preferences or behavior can present knowledge content in an integrated and coherent manner,
enhancing its accessibility and relevance to the user [9].

Knowledge management is a multidisciplinary field with its unique characteristics, and it has been
the subject of extensive research concerning its role in smart cities and its various influential aspects.
Notable studies have shed light on the multifaceted dimensions of knowledge management in the
context of smart cities. Israilidis et al. (2021) conducted a systematic review and identified five
distinct topics of knowledge management in smart cities. These topics include strategy and vision,
frameworks, enablers and barriers, citizen engagement, and benefits. Furthermore, they emphasize
the significance of knowledge-sharing and learning in the context of smart cities, outlining three
future perspectives: socio-technical approaches to smart cities, integration of knowledge-sharing
perspectives, and the development of organizational learning capabilities [11]. Borba et al. (2020)
found that the knowledge-sharing process in a smart city serves as a crucial intersection between
various domains. They argue that smart city initiatives encompass more than just the utilization of
information and communication technology in urban environments. Human knowledge and the
different stages of its consolidation and sharing play a vital role in the process of "smartification."
The authors stress the importance of considering recommendations and insights from service
providers who contribute significantly to smart city development. They also highlight the essential
role of the culture of knowledge sharing and identify four main stakeholders impacting knowledge
management in smart cities: companies, governments, communities, and universities. Within the
community segment, they emphasize citizen awareness, culture, knowledge sharing, and issues
related to open data accessibility [12]. Roblek and Mesko (2020) take a holistic approach to
understanding the governance process of smart cities and delve into the phenomenon of knowledge
management within this context. They explore knowledge-based activities in smart cities, urban data
platforms, cyber-physical environments, smart (urban) technologies, and the key stakeholders
involved. According to their perspective, knowledge management mechanisms in smart cities are
rooted in socio-technical approaches, integrating knowledge management methods, and fostering
the development of learning skills. The key stakeholders identified in smart city systems include users
(such as citizens), enablers (such as information technology and communication companies),
providers of resources (such as universities and research institutions), and framework enablers (such
as government and policymakers). They emphasize the importance of leveraging implicit knowledge
to generate new knowledge within a smart city, which involves advanced urban technologies
collecting knowledge from citizens and transferring raw data to data processing and storage centers
[13], [14].

Laurinia (2021) investigates the relationship between smart cities and the knowledge society,
underscoring the importance of knowledge as a shared asset for experts and citizens in achieving
sustainable development. The study focuses on the integration of human knowledge and artificial
intelligence within geographical knowledge systems, utilizing processed machine-readable
knowledge and rules. It elaborates on geographical rules to address spatial issues and proposes a
comprehensive structure for geographical knowledge base systems, highlighting the role of collective
human intelligence. The paper suggests that artificial intelligence and knowledge management can
enhance urban governance, emphasizing the necessity of practical experiments and essential
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elements such as data transformation into knowledge, encoding rules in a machine-process able
language, and designing a dedicated inference engine for successful implementation [15]. Abdalla et
al. (2023) address the crucial importance of effective knowledge management in handling the COVID-
19 pandemic, particularly within the context of smart cities. The study underscores the urgent need
for immediate solutions and rapid responses in epidemic prevention and management. Smart city
technologies offer various tools for capturing, acquiring, sharing, and transferring knowledge, which
can aid decision-making and managerial efforts in combating the pandemic [16]. The paper employs
a systematic literature review to explore the role of smart cities in managing COVID-19-related
knowledge. Findings reveal that advanced information and communication technology (ICT)
applications in smart cities play a pivotal role in knowledge capture and sharing. These strategies
enable the extraction of knowledge through data collection and analysis from various databases,
allowing for efficient handling and analysis of vast and unpredictable amounts of data. Implementing
knowledge management initiatives related to COVID-19 has the potential to improve pandemic
planning, treatment, and control, enhance decision-making, and enable effective disaster
management. Nevertheless, managing the substantial volume of complex and unstructured data
remains a significant challenge for these initiatives. To address this, the paper proposes a conceptual
model illustrating the relationship between smart city strategies, knowledge management, and
COVID-19, providing insights to facilitate decision-making for the recovery process [17]. Chang et al.
(2018), have explored the challenges of assessing smart and sustainable cities in the context of global
climate change and urbanization. Their study advocates merging KBUD, smart city, and sustainable
development concepts, presenting a conceptual framework proposal for knowledge-based, smart,
and sustainable cities. KBUD considers knowledge as a central element in the development strategy,
aiming to transition cities and regions into sustainable and prosperous localities. Their conclusion
emphasizes the importance of an integrated approach to smart and sustainable city assessment,
facilitating evidence-based policymaking and fostering KBUD within cities. The transition from
industrial to knowledge-based cities reflects the shift from tangible to intangible assets, with
knowledge being considered valuable capital. KBUD proves to be compatible with promoting smart
and sustainable cities by articulating development domains comprehensively [18].

3. Research Methodology

This section describes the research methodology adopted in this study which consists of three
main stages. First, a meta-synthesis approach is employed to identify the dimensions, factors, and
indicators related to user privacy in smart cities. Second, the FF-SWARA method is applied to
determine the relative importance of the identified criteria based on expert judgments. Finally,
clustering methods are utilized to categorize users according to their privacy-related characteristics,
facilitating the development of personalized knowledge management strategies. The details of each
stage are presented in the following subsections.

3.1 Meta-synthesis approach

In a smart city, user privacy is impacted by a range of dimensions and factors, encompassing both
guantitative and qualitative aspects. To thoroughly comprehend these dimensions, the study
employs the meta-synthesis approach, which is a qualitative method capable of analyzing and
combining both quantitative and qualitative findings. This research is applied in its objectives and
employs mixed method for data collection. To identify and extract these dimensions, the seven-step
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method by Sandelowski and Barroso (2007) has been implemented [19], [20]. Figure 2 provides an
overview of the stages involved in this method.

The first step in the meta-synthesis approach involves identifying the questions that the
researcher intends to explore. The central questions of this research, as introduced in the
introductory section and approached through the adoption of this method, are:

1. What are the most influential dimensions affecting the preservation of user privacy?

2. Which dimensions are evident in existing documents and previous research as explicit

knowledge?

3. What are the opinions of users regarding the dimensions extracted as tacit knowledge?

4. How is the acquired knowledge from the extracted dimensions utilized for the preservation

of user privacy?

These questions form the basis of the study's inquiry and guide the research in identifying and
understanding the dimensions that impact user privacy in a smart city.

Searching .
. . Analysis
Formulate Systematic and Extracting . .
. . - . and Quality Presentation

the review study of selecting the information . .

) . . . synthesis of control of findings
questions literature appropriate from articles .

articles the findings

Fig. 2. The 7-Step Pattern of Sandelowski and Barroso [19]

In the second step of the meta-synthesis, a systematic examination of sources was conducted
using two scholarly databases, namely Web of Science and Scopus. Articles were selected based on
the combination of three key terms: "Smart City," "Privacy," and "User," within the time frame
spanning from 2010 to the end of 2021. The extraction formula used is presented below:

TS= ("Smart city" AND "Privacy" AND "User")

The third step of the meta-synthesis process entails the review and selection of relevant articles.
The selection of these articles was guided by the criteria detailed in Table 1. Following this, the
extracted articles underwent a comprehensive 5-stage evaluation process, which involved the
scrutiny of titles, abstracts, accessibility, content relevance, and, lastly, the assessment of
methodological quality.

Table 1
Acceptance criteria for articles
Criteria Inclusion Criteria Exclusion Criteria

Language of

. Articles Written in English Non-English Articles
Articles
Submission Time of . . Articles Published Before
] Published Articles from 2010 to 2021
Articles 2010
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. . . . Cases Differing from the
Research Topic User Privacy in Smart Cities

Mentioned Topic

Identification of Dimensions, Factors, and Indicators Cases Differing from the
Research Scope

Affecting User Privacy in Smart Cities Mentioned Scope

During the screening phase, a preliminary total of 134 articles were retrieved from the Web of
Science academic database, and 267 articles were obtained from the Scopus academic database. Out
of these, 55 articles were identified as common to both databases. The identification of these shared
articles was carried out through a sequential process. Initially, both databases were separately
assessed based on titles and abstracts, following a two-step procedure. Subsequently, before
proceeding to the third step (accessibility review), duplicate and shared articles from both databases
were identified. This resulted in 26 articles, out of the 55 common and duplicate ones, being accepted
based on the first two steps. Further integration was conducted between the shared Scopus articles
and the ones extracted from Web of Science. In other words, 99 articles underwent content
assessment in the fourth step, involving the examination of both databases. The screening process,
consisting of five steps, is depicted in Figure 3. The last step, which involves evaluating the
methodological quality of articles, was omitted because both the Web of Science and Scopus
databases were deemed to have satisfactory quality. As a result, a total of 75 articles that met the
acceptable content criteria were chosen as the final set of articles for analysis.

Web of Science
N= 134

Scopus
N= 267

Number of duplicate papers in
both databases
N=55

R= 26 (After reviewing in terms
of title and abstract)

Number of papers to
review content

Number of papers Number of papers to
found review the abstract

Number of papers to Number of final papers

N=401

N= (W= 66, S= 144)

review availability
N= (W= 46, S= 82)

N=99 (W= 45, 8= 54)

N= 75 (W= 36, 8= 39)

Number of papers rejected in
terms of title
N= (W= 68, 5= 123)

Number of papers rejected in
terms of abstract
N= (W= 20, $= 62)

Number of papers rejected in
terms of unavailability
N=(W=1,58=2)

Number of papers rejected in
terms of content
N=24 (W=09, §= 15)

Fig. 3. The process of article screening based on the meta-synthesis approach.

In the fourth and fifth steps of the meta-synthesis process, the influential dimensions of user
privacy were extracted and integrated. The result of the meta-synthesis approach identified nine
major dimensions that have a substantial impact on safeguarding user privacy, as described in 72
articles discussing concepts related to these dimensions. The relevant dimensions and the articles
that cover them are provided in detail in Table 2.

Table 2
Influential dimensions on user privacy in smart cities
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Dimensions References

Awareness and understanding [21]-[41]
Trust [22], [33], [38], [42]-[49]

Self-Control and Customization [24], [26], [29], [34], [41], [46], [50]-[59]

Transparency [21]-[27], [33], [37], [40], [41], [48], [57], [58], [60]-[63]

Reference Standards, [24], [25], [27], [29]-[31], [34], [37], [40], [42], [48], [53], [55], [57], [61],
Frameworks, and Rules [62], [64]-[76]

Data Management [25], [43], [47], [58], [64], [69], [71], [77]-[80]

Security Requirements [24]-[29], [37], [39], [42], [48], [53], [55], [57], [58], [61]-[63], [70], [71],

[73], [79]-[91]
Risk and Risk Management [21], [23], [35], [37], [66], [67]

Acceptance of Smart City [22], [33], [35], [36], [38], [40], [67]
Applications

In the fifth step, this study employed Cohen's kappa coefficient to control and evaluate the
extracted dimensions. In this process, the extracted dimensions were presented to two experts to
assess their importance based on their impact. Each expert rated the dimensions independently,
without being aware of the other expert's evaluations. The Kappa statistic value, obtained using SPSS
software, was 0.6. With a significant p-value of 0.033, this statistic is deemed acceptable. The results
of the Kappa coefficient calculations can be found in Table 3.

Table 3
Kappa agreement coefficient
Criteria value Asymp. Std. Error Approximate sig
Kappa Agreement Metric 0.600
0.223 2.135 0.033
Number of Valid Cases 9

In the upcoming subsections, each dimension listed in Table 2 will be thoroughly examined and
discussed.

3.1.1 Awareness and Understanding

A fundamental challenge in ensuring privacy in smart cities is the insufficient level of public
awareness among users. Users in smart cities need to be well-informed about how to safeguard
themselves against different privacy threats. Increasing user awareness and knowledge regarding
their rights to protect their privacy, as well as the associated risks and vulnerabilities, can be
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accomplished through the implementation of various smart city programs and technologies [24],
[28], [29], [92]. Increasing this awareness poses a significant challenge, as it often falls outside the
direct purview of researchers and is typically the responsibility of media and political authorities.
Building awareness involves educating users about issues related to the collection of private data and
the utilization of such data by security agencies [47], [70]. Raising awareness through initiatives for
the secure deployment of loT-equipped smart cities is of paramount significance. User unawareness
can act as an indicator of security and privacy threats that may have consequences for other systems
and users within a smart city [27], [93]. In addition to loT, emerging technologies like cloud centers,
blockchain, and artificial intelligence offer numerous innovations for smart cities [94]. Some of these
technologies are still in their developmental stages, and concerns about potential "privacy loss" for
users may arise. Therefore, stakeholders and smart city developers must inform users about their
data handling behavior, security requirements, and privacy preservation related to the use of these
technologies [40]. There are specific measures that can be implemented within a given system to
enhance public awareness of privacy risks. Privacy and security alerts are designed to alert individuals
to potential privacy threat. It is anticipated that privacy awareness systems and services will
progressively adhere to frameworks, regulations, laws, ethical guidelines, and operational standards
that are specific to this field [43]. Users need to better understand the value of personal data, and
this understanding can lead to their informed use of the benefits inherent in the concept of a smart
city [25], [26], [30], [32].

3.1.2 Trust

Trust plays a pivotal role in shaping people's decision-making and their willingness to embrace
new technologies. Trust inherently entails a degree of acceptance of risk and vulnerability in relation
to a trusted entity. This willingness to assume risk is rooted in the belief that the trusted party will
undertake actions that are advantageous or meaningful for the party in a vulnerable position [49].
Building trust among users is of utmost importance for broadening the operational reach and
efficiency of systems and infrastructure in smart cities. Without trust from all stakeholders, users are
likely to abstain from participating in smart city systems and interfaces. In instances where users have
apprehensions about security risks or privacy violations, their reluctance to engage during
interactions can signify lower levels of trust [95]. Trust is a fundamental concern in smart cities, where
sensors and various tools continuously collect data. Trust in key entities responsible for collecting
and processing data is of utmost importance. The concepts of trust and privacy are interconnected
and multifaceted, influenced by individuals' personal circumstances. Individuals using smart city
services often have concerns about security vulnerabilities and privacy breaches. Perceived security
and privacy directly impact the level of trust in using smart city services. Public trust must be a top
priority in the development of smart cities [96], [97]. Trust from citizens and users in security and
privacy policies in smart cities results in their satisfaction. Increasing this satisfaction will facilitate
and enhance user engagement and interaction in the advancement of smart city development and
implementation. Consequently, acceptance and satisfaction are prerequisites for lawful data
collection and processing. The establishment of suitable trust-based mechanisms should ensure user
satisfaction and participation in smart city projects. However, current disclosure and satisfaction
practices, as demonstrated using privacy preservation policies, do not adequately address consumer
needs concerning privacy priorities and trust. With the evolution of smart cities, consumer priorities
regarding trust must be considered [47], [98].
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3.1.3 Transparency

Sustaining user trust within a smart city necessitates that operations are observable and carried
out with transparency. Transparency in this context implies that data is collected and stored by
governments and companies, while individuals may not have complete awareness of the data being
stored about them and possess limited control over their data [99]. When developing smart city
programs, prioritizing data transparency is essential. This involves enabling users to comprehend the
status of their data, understand what data is being collected, how it is processed, what types of data
are stored, with whom it is shared, and how it is safeguarded. For example, cities can send regular
reports to citizens outlining the data stored about them, allowing them to easily rectify or delete it.
Transparency elevates citizens' levels of trust and, consequently, bolsters the acceptance of smart
city programs [63]. Transparency, achieved through detailed explanations of the functions and
processes of privacy protection systems, renders the level of privacy comprehensible for users. Users
should receive clear responses to questions such as: Who can access their data? Is third-party access
a possibility? What kind of information can be deduced from the data? Is their data shared
internationally? Are there identified vulnerabilities in the device? Can their movements be traced
through their data? What steps can be taken if their personal information is jeopardized? Is a copy
of their user data retained? Therefore, developers of smart city initiatives and privacy designers must
emphasize transparency, ensuring that citizens are informed about all aspects of their data's fate
[43], [47], [70].

3.1.4 Self-control and Customization

The transition from existing traditional infrastructures to infrastructures that incorporate smart
city innovations poses a significant risk to designers and planners unless sufficient focus is placed on
user-related factors. Systems that collect user information without considering their privacy priorities
can lead to privacy breaches, making user preferences a crucial consideration in designing a privacy-
preserving model for smart city systems. Self-control entails that data owners can oversee and
regulate their data, specifying particulars, data protection techniques, data gathering, and data
storage durations. The finest smart services should provide a variety of options aligned with user
preferences. These options should be modifiable by users according to their desires, including the
adjustment of default device permissions and default settings, such as location access, images, and
videos. Nonetheless, this procedure can be labor-intensive and demands a certain level of expertise.
In cases where users have limited knowledge in this domain, the default settings chosen by privacy
engineers assume even greater significance. Users are initially queried about overarching decisions
(i.e., whether they grant permission), and subsequently, they are presented with more specific
controls (e.g., what types of data can be collected). Elaborate settings could potentially result in the
excessive collection of surplus information, rendering the user's decision-making process more
complex. The utilization of statistical analysis techniques can enhance predictive accuracy and aid in
the selection of the most suitable settings [54], [75], [100], [101]. One of the pressing issues with
smart cities is the restricted control users have over their personal data. When smart city services
incorporate features that empower users to manage their data and tailor services to their activities,
it is anticipated that users will be more diligent in safeguarding their privacy. These services provide
a range of choices to users in line with their preferences and interests, enabling the customization of
security and privacy parameters in real-world situations when necessary. Users of smart cities may
also need to build and customize their smart environment by choosing various hardware devices and
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software components. Furthermore, users should have the capability to grant or withdraw access
permissions to both other users and service providers [24], [56]-[58], [100].

3.1.5 Data management

Data stands out as one of the most pivotal concerns in a smart city context. The findings from the
meta-synthesis approach reveal that discussions pertaining to data and its privacy implications are
prevalent across the majority of articles. These discussions encompass various aspects, such as data
privacy, data confidentiality, data collection, storage, access, sharing, integration. Furthermore, a
smaller subset of articles has delved into the concept of data governance. All these subjects can be
indispensable within the realm of data management, and they wield substantial influence over user
privacy. Consequently, this study regards this dimension as one of the pivotal facets of user privacy.
Smart city services and applications generate a tremendous volume of data, underscoring the critical
importance of effective data management. The data management framework encompasses a
multitude of stakeholders, including policymakers, data creators, service providers, users, and
consumers. The roles that these stakeholders assume in relation to smart city data can vary,
encompassing functions such as data generation, data collection, data processing, data provision,
and data consumption. [64]. Smart city developers and policy makers have put forth a range of
initiatives, both technical and non-technical, for effective data management. These initiatives
manifest as standards, frameworks, regulatory legislation, or data management architectures within
smart cities. Data management encompasses the fundamental processes of data collection and
acquisition, storage and processing, dissemination, maintenance, and, ultimately, data utilization.
Each of these processes carries specific prerequisites for safeguarding user privacy [77]. Within these
processes, there are also steps that can impact data abundance, quality, and security and potentially
create challenges for user privacy, such as data integration, sharing, and data access. Considering
various data collection platforms, data integration is a fundamental step in data management, as
dealing with numerous data platforms and repositories may make it challenging to maintain user
privacy. It is essential to note that data integration itself poses its own unique challenges, requiring
corresponding approaches [78].

3.1.6 Security and privacy reference standards, frameworks and rules

Introducing smart city initiatives necessitates the establishment of policies, standards,
regulations, and reference frameworks for their execution. One crucial aspect associated with smart
cities, contingent upon these policies, is the safeguarding of data privacy, and by extension, the
privacy of the users. Within this section, we will delve into concepts linked to the preservation of
privacy, encompassing protective standards, certifications, public data protection laws and
regulations, as well as the legal and supervisory dimensions. These non-technical mechanisms serve
as a complement to technical mechanisms and should be meticulously devised within a
comprehensive privacy protection framework, fully taken into account in the smart city's
development. Developers of smart cities and designers of privacy frameworks face the challenge of
not being able to establish a multitude of standards, regulations, and policies solely for the protection
of data confidentiality and user privacy. The breadth of these policies and standards introduces a
significant level of complexity and inundates stakeholders in smart cities with a multitude of rules
and solutions. Currently, there are no universally accepted protocols, standards, or laws pertaining
to user privacy in smart cities on a global scale. Even if there are regulations at the local level, they
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are typically crafted and enforced within specific local jurisdictions [102]. Adherence to standardized
methods and techniques for smart city implementation is crucial. As an example, in order to
guarantee the safe and efficient production and utilization of devices and technologies in smart cities,
there are established standards that equipment manufacturers and developers are required to
follow. Organizations such as the International Electrotechnical Commission (IEC) and the
International Telecommunication Union (ITU) have played a key role in formulating standards in this
domain. Prominent standards in this field are provided by organizations like IEC, ITU, ISO, and IEEE
[103]. Because of the diverse contexts and initiatives within smart cities, developers have devised
and enforced their own regulations and policies tailored to their respective regions. For instance, the
European Union, as well as various countries including the United States, India, China, Brazil, and
Mexico have implemented their own supportive laws. In this context, the Organization for Economic
Co-operation and Development (OECD) has introduced a framework for data protection, which
restricts data collection and mandates user consent and awareness whenever feasible. The Asia-
Pacific Economic Cooperation (APEC) has also established a framework that defines various aspects
of harm prevention, warnings, restrictions on data collection, usage, and the integration of personal
information, security safeguards, access, correction, and responsiveness. The European Union's
General Data Protection Regulation (GDPR) has introduced a comprehensive framework for data
protection, featuring new commitments for organizations and an extended scope. It grants legal
rights to consumers, including the right to access personal data, the right to be forgotten, the right
to rectification, and the right to restrict processing. Clear regulations govern data collection from
users, access to personal data, non-automated profiling, modification and deletion, and the right to
object. Non-compliance with these laws can lead to significant consequences, including fines that can
reach up to 20 million euros or 4% of the global revenue, depending on which is higher [44], [104],
[105].

3.1.7 Security requirements

Security is indeed a fundamental aspect of smart cities, and ensuring the safety and privacy of
data and users is paramount. The fundamental security requirements that must be encompassed
within smart city programs and initiatives consist of confidentiality, integrity, and availability (CIA). In
addition to CIA, other pivotal security requirements encompass identity authentication, access
control, user privacy preservation, and resilience against potential threats, as indicated in the findings
derived from the meta-synthesis method. Apart from these security requirements, other aspects like
anonymity, responsiveness, auditing, non-repudiation, and public and private keys also come into
play. These security requirements should be integrated by service providers, equipment
manufacturers, and application developers incorporated into their services and programs. Some of
these requirements, such as access control, identity authentication, and public and private keys,
possess technical aspects, while others, like accountability, responsiveness, and auditing pertain to
non-technical aspects. One prominent example of security requirements that stakeholders in smart
cities should adhere to is the security controls outlined in the Information Security Management
System (ISMS) standard, ISO 27001. Security requirements, in addition to ensuring service integrity,
play a critical role in safeguarding user privacy.

During the design of applications and services, it's essential to consider the specific system
context and needs and determine which security requirements are necessary. For instance, consider
secure data sharing, where requirements like identity authentication, accessibility, authorization,
data integrity, data confidentiality, anonymity, and non-repudiation may be indispensable for data
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sharing. These requirements not only ensure secure data sharing but can also have an impact on
safeguarding user privacy during the data sharing process [61], [87]. Violating any of these
requirements or neglecting them could have negative consequences for user privacy. Research
studies that provide various services and plans for smart cities have presented specific security
requirements in their designs. To achieve an optimal and desirable level of security for these services,
developers must adhere to important and common security requirements to ensure the security and
privacy of users. Identifying and assessing these security requirements is crucial, although it falls
beyond the scope of this study. For example, Kalloniatis et al. (2019) enumerated key attributes that
affect data and user privacy and identified 17 concepts [39]. Apart from identifying these
requirements, evaluating them can lead to desirable outcomes for smart city initiatives and their
stakeholders. It's important to tailor these security requirements to the specific needs and contexts
of smart city projects to ensure the highest level of security and user privacy.

3.1.8 Risk Management

Identifying and effectively managing the risks associated with the security and privacy of users in
the implementation of smart city initiatives, as well as other related risks, is of paramount
importance. This can aid researchers, professionals, stakeholders, and particularly users in gaining a
comprehensive understanding of the primary privacy risks in the context of smart cities. Therefore,
understanding how users react to the concept of "security and privacy in a smart city" necessitates
the identification of these risks. In a study conducted by Ola et al. (2021), they delved into risk
management in the governance of sustainable smart cities. This study is based on a framework
known as the Technology-Organizational-Environmental (TOE) framework, which encompasses
significant risks in three key categories: technological, organizational, and environmental [21]. To
effectively manage these risks, it is crucial to understand users' reactions in the context of smart city
implementations and use cases. Some of the identification of risks and users' reactions to smart city
implementations and use cases can be found in previous studies, which can be related to the
dimension of "acceptance" as derived from general information systems research. For example, the
Unified Theory of Acceptance and Use of Technology (UTAUT) theory can be applied to examine
users' perspectives on the adoption of specific technologies and innovations within a particular
context, including security and privacy issues. For instance, Batot et al. (2020) applied the dimensions
of the UTAUT theory to investigate Dutch citizens' views on the emerging concept of "smart city
safety," which involves the advanced use of digital technologies and data for urban safety
management. Their study focused on users' acceptance and risk perceptions, demonstrating the
importance of understanding the capabilities and responsibilities of users concerning urban safety
and managing certain risks. Moreover, the study highlighted that predicting the adverse effects of
technologies in the realm of smart urban safety requires considering user responsibility and
autonomy [35]. Moreover, risk management in smart city initiatives intersects with various other
dimensions. It is the responsibility of designers, developers, and implementers to ensure that these
initiatives do not compromise the privacy and security of their users. Transparency throughout the
entire lifecycle of these projects, starting from their design through implementation and operation,
is crucial for effective risk assessment, validation, and accountability. To accurately identify and
manage these risks, transparency within smart city initiatives must be established, meeting the needs
of all stakeholders, particularly the end-users. Elahi et al. (2019) demonstrated in their research how
the lack of transparency in smart assistants within smart cities hinders communication and poses
challenges in risk identification and implementation. This deficiency renders many risk assessment
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models and malware detection systems ineffective, as revealed by their findings. These findings
underscore the significance of transparency in the design and execution of smart city products,
highlighting the necessity of establishing standards and specifications for such products. These
standards should be developed by independent institutions in collaboration with all relevant
stakeholders [37].

3.1.9 Acceptance of smart city applications

The investigation and evaluation of user and stakeholder acceptance of smart city programs,
particularly with a focus on privacy and security concerns, can help guide users toward accepting
these initiatives with proper awareness and understanding. To promote the adoption of smart city
programs, their connection with other dimensions can be examined. In other words, it can be stated
that broader contexts can assist users in accepting these initiatives more readily, with a better grasp
of their security and privacy implications in the smart city context. Previous research has explored
the relationship of these factors to some extent. The more information users receive about smart
city initiatives, privacy protection, and the use of their data, the more likely they are to trust the
providers of these initiatives and be inclined to use and adopt them [22]. Several recent studies,
based on the Technology Acceptance Model (TAM) and/or the Unified Theory of Acceptance and Use
of Technology (UTAUT) approaches, have demonstrated that trust is crucial for the adoption of new
digital technologies, including privacy-focused smart city initiatives. While most users may express
criticism, acceptance significantly increases when the purpose and benefits have high personal and
social value. A study conducted by Jolsrud and Krogstad (2020) indicates that the adoption of smart
city technologies and the sharing of private data, including location data, depend on the context of
use. In such cases, trust, assurance, and transparency must be established in advance to address user
privacy concerns. User acceptance and privacy concerns vary in different situations [33]. In the
discussion of the acceptance of smart city initiatives, stakeholders should organize users' responses
to initiatives related to the establishment of a smart city. To examine and evaluate this acceptance,
as mentioned above, one can employ approaches such as TAM and UTAUT [35]. For instance, in
current research on the adoption of technologies like smart city initiatives based on the UTAUT
approach, performance expectations have shown the strongest influence on intentions to use smart
city services. Moreover, user trust in the stakeholders' ability to effectively manage these initiatives
serves as a positive predictor and evaluative measure for the intentions of using such initiatives.
These criteria should contribute to increased adoption and utilization of smart city programs. The
seven dimensions mentioned earlier, along with social norms, may aid in promoting the adoption of
smart city initiatives. This helps users understand that accepting such initiatives does not equate to
a breach of their privacy. The adoption of these initiatives, in turn, enhances the performance of
smart city beneficiaries and can lead to the protection of users' privacy. In a study by Habib et al.
(2020), a smart city beneficiary acceptance model (SSA) was presented, based on the integrated
theory of acceptance and use of technology (UTAUT2). Their results demonstrate that each factor in
this theory significantly influences citizens' willingness to use smart city services. Additionally,
perceived security and privacy are strong determinants of trust in smart city initiatives. Strengthening
this trust by addressing user privacy concerns increases their intention to accept and use smart city
services [38].

3.2 FF-SWARA Method
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Multi-Criteria Decision-Making (MCDM) has become one of the most widely adopted decision-
support paradigms for addressing complex problems involving multiple, often conflicting, criteria.
Over the past decades, MCDM methods have been successfully applied across a broad range of
disciplines, including supply chain management, transportation, healthcare, energy systems,
environmental sustainability, urban planning, finance, digital services, and smart city development.
Their flexibility in structuring decision problems and prioritizing alternatives has led to the continuous
development of new weighting and ranking techniques, as well as numerous methodological
extensions to improve decision quality and practical applicability. Recent advances, such as the Base
Criterion Method (BCM) and its variants, including Stratified BCM, Nonadditive BCM, and BCM
Tradeoff, further demonstrate the ongoing evolution of MCDM methodologies to address
increasingly sophisticated decision environments [106]-[109]. Despite their effectiveness,
conventional MCDM approaches often assume that decision-makers can express their preferences
using precise numerical values. In practice, however, expert judgments are frequently characterized
by uncertainty, vagueness, ambiguity, and incomplete information, particularly in real-world
decision-making contexts. To overcome these limitations, fuzzy set theory has been extensively
integrated with MCDM methods, enabling linguistic assessments and uncertain opinions to be
represented more realistically. The integration of fuzzy approaches with MCDM has significantly
enhanced the robustness and reliability of decision-making models and has been successfully
employed in diverse applications, including customer experience evaluation, risk assessment,
sustainability analysis, and intelligent data-driven systems. More recently, advanced fuzzy
environments, such as Fermatean fuzzy sets, have attracted increasing attention because of their
superior capability to model uncertainty and capture experts' imprecise judgments compared with
earlier fuzzy extensions [110]-[112]

3.2.1 Preliminaries of the Fermatean Fuzzy Set (FFS)

The Fermatean Fuzzy Set (FFS) was introduced by [113] as an effective framework for
representing uncertain and imprecise information in decision-making problems. Similar to the
Intuitionistic Fuzzy Set (IFS) and the Pythagorean Fuzzy Set (PFS), FFS characterizes uncertainty using
membership and non-membership degrees. However, unlike these earlier fuzzy models, FFS satisfies
the constraint that the sum of the cubes of the membership and non-membership degrees must be
less than 1. This constraint provides greater flexibility in representing uncertainty and enables FFS to
capture experts' judgments more effectively than IFS and PFS. The fundamental mathematical
definitions of the FFS are presented below [114].

Definition 1. Let X denote a non-empty universal set and let F be an FFS defined on X. A
Fermatean Fuzzy Number (FFN) can be expressed as Eq. (1):

F=x,upr(x),vp(x);x€X (1)

where ug (x) and vg (x) denote the membership and non-membership degrees of element x,
respectively, with both values belonging to the interval [0,1]. These degrees must satisfy the Eq. (2):

0 < pur(x)3vr(x)® <1 2
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Furthermore, the degree of hesitancy, denoted by & (x), quantifies the uncertainty associated
with the assessment and is computed by Eq. (3):

nr () = 1 - (ur (9)' + (v ()’ 3)

Definition 2. The score function of an FFN is defined by Eq. (4):

S@) = ug — vg “

Where (&) = (ta,va)-
Definition 3. The positive score function for an FFN is given by Eq. (5):
Stf@) =1+ Ss@)=1+u} — v (5)

a

Definition 4. The aggregated operation of FFNs is determined by Eq. (6):

d d
3
Zi = Y(/.li,Vi) = n(#it)lpt' 1- 1_[(1 - (vit)3)¢t ,i = 1l2l -, n (6)
t=1 t=1

where Z; denotes the aggregated fermatean fuzzy evaluation of criterion i, n is the total number
of criteria, d is the number of decision-makers, and 1), represents the weight assigned to decision-
maker t and is obtained by Eq. (7):

_ S*(Ey) _ 1+u - vf %
e STE) X l4ui— v

Ve

where S*(E,) represents the positive score function associated with decision maker t.
3.2.2 FFS linguistic terms and corresponding FFNs

The linguistic variables and their corresponding FFNs employed in this study are presented as
follows. Table 4 is utilized to evaluate the relative importance of experts.

Table 4.

Linguistic terms used to assess the relative importance of experts [114]
Linguistic term Abbreviate Corresponding FFNs

u v

Very Qualified vQ 0.95 0.10
Qualified Q 0.75 0.30
Medium Qualified MQ 0.55 0.50
Less Qualified LQ 0.30 0.75
Very Less Qualified vLQ 0.10 0.95
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Table 5 is applied to prioritize influential dimensions on user privacy in smart cities.

Table 5.

Linguistic terms used to evaluate the criteria [115]
Linguistic term Abbreviate Corresponding FFNs

u v

Extremely Unimportant / Very Low EU/VL 0.1 0.975
Not Important / Low N/L 0.2 0.85
Slightly Important / Medium Low SI/ ML 0.35 0.70
Moderately Important / Medium MI/ M 0.55 0.5
Important / Medium High |/ MH 0.7 0.35
Very Important / High VI/H 0.85 0.2
Extremely Important / Very High El / VH 0.975 0.1

3.2.3 Steps of SWARA method

SWARA is a an MCDM method developed by [116] for determining the subjective weights of
evaluation criteria. This method requires fewer pairwise comparisons among criteria, which reduces
the complexity of the decision-making process [117]. To address uncertainty and vagueness in real-
world decision environments, SWARA has been extended by integrating it with different fuzzy set
theories, resulting in various fuzzy SWARA variants, including intuitionistic fuzzy SWARA, hesitant
fuzzy SWARA, and Pythagorean fuzzy SWARA. In this study, the Fermatean Fuzzy SWARA (FF-SWARA)
approach is employed to determine the relative importance weights of influential dimensions on user
privacy in smart cities. The computational steps of the proposed FF-SWARA method are described as
follows [114].

Step 1: Ranking criteria in descending order

The experts evaluate the importance of criteria by applying the linguistic terms presented in Table
5. These linguistic assessments are transformed into their corresponding FFNs and aggregated
through Equations (6) and (7). Subsequently, Eq. (4) is employed to obtain the score value of each
FFN associated with the criteria. Finally, the criteria are arranged in descending order based on their
calculated score values.

Step 2: Determining the significance coefficient of each criterion

Beginning with the second-ranked criterion, experts assess the relative significance of each
criterion in comparison with its previous criterion based on the obtained ranking sequence.
Subsequently, the significance coefficient (k;) for each criterion is calculated using Eq. (8):

1,i=1
ki_{S+(i)+1,i>1 ®

Where, ST (i) is the significant of criterion j compared to its previous criterion.

Step 3: Calculating the significance weight of each criterion

Based on the obtained values from Step 2, the significance weight of each criterion (q;) is
determined by Eq. (9):
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1L,i=1

q; ={9i-1 . 1 9)
I, , 1>

Step 4: Determining the relative weight of each criterion
Using the results obtained in Step 3, the relative weight of each criterion (w;) is calculated
according to Eq. (10):

qi

n
i=14qi

w; =

(10)

3.3 Clustering Methods

Today, researchers are facing an overwhelming volume of data, necessitating the utilization of
knowledge discovery tools. Machine learning models and data mining, as a sophisticated capability,
plays a vital role in data analysis, the exploration of extensive datasets, and the process of knowledge
discovery. Various methods have been developed to suit specific purposes, and one of the most
significant machine learning techniques is clustering, which finds extensive application in knowledge
discovery. Clustering involves the grouping of similar data based on inherent similarities. Through
this classification and similarity assessment, concealed patterns within the dataset are unveiled. The
identification of these patterns significantly streamlines data management for diverse applications
[118]. Clustering falls within the realm of unsupervised learning methods, where the target database
comprises unlabeled data. Unsupervised learning, in general, aims to discern meaningful structures
or patterns for data categorization. Clustering, specifically, entails the task of partitioning a set of
objects into distinct groups, each known as a cluster. Objects within the same cluster exhibit a high
degree of similarity based on their characteristics, while the similarity between clusters is minimized.
Consequently, the primary objective of clustering is to assign labels to objects signifying their
membership in a specific cluster. This process is a fundamental component of exploratory data
mining and represents a commonly employed technique for statistical data analysis across various
fields, including pattern recognition and machine learning. Recommender systems are designed to
generate descriptions of new items based on user preferences. In certain cases, clustering algorithms
are used to forecast a user's preferences by capitalizing on the preferences of other users within the
same cluster as the target user [119], [120].

In the clustering method for a dataset with n observations and d dimensions, assuming the
required number of k clusters, the primary objective is to divide the data into k groups or clusters
denoted as {c=C1, C2, C3, ..., Ck}. Each cluster has a representative, typically referred to as p_i, which
is commonly known as the mean or center of the cluster, in this context:

1
ﬂFgExj (11)

XjECl

And the exact number of possible modes for clustering n data in k clusters is as follows [121]:
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k
S k) = %Z(—nt (f) k — ) (12)
t=0

In this research, we applied clustering techniques to our dataset. To start, we collected data
obtained in the initial stage using the meta-synthesis method and presented it to users in the form
of nine dimensions. These nine dimensions were provided to them based on two main questions in
the form of a questionnaire. First, we asked users to prioritize these dimensions based on their
importance for privacy protection (i.e., "How do you prioritize the following dimensions to protect
your privacy?"). Additionally, we provided users with a question to select the most crucial dimensions
for privacy protection from their perspective (i.e., "In your opinion, which of the following dimensions
is the most important for protecting your privacy?"). After gathering and processing the
guestionnaires, we transformed the responses into a specific index that encompassed data from 53
users (53 samples) and 9 features (dimensions). Subsequently, we conducted analyses using two
clustering techniques: K-means and K-modes. In this stage, we assessed the significance of each
factor according to user preferences and ranked them based on user prioritization.

3.3.1 K-means clustering

While many clustering algorithms share a common foundation, there are variations in how they
measure similarity or distance and how they assign labels to the objects within each cluster. Some
algorithms utilize Euclidean distance, while others prefer Manhattan or Minkowski distances. The k-
means clustering technique is one such method. The k-means algorithm stands out as one of the
simplest and most widely used clustering algorithms, particularly in the realm of unsupervised
learning. In this context, we are working with multidimensional data, where each dimension is
typically referred to as a feature or attribute. Given this diversity, the use of various distance
functions is recommended. Some object characteristics may be quantitative, while others are
gualitative. The k-means algorithm falls under the category of discriminative clustering methods, and
its computational complexity is O(ndk+1), where n represents the number of objects, d denotes the
dimension of features, and k signifies the number of clusters. This method relies on the optimization
of an objective function [122]. The K-means algorithm consists of the following steps, which are
iterated until a certain condition is met:

1. Randomly select k points as the initial cluster centers. These points will serve as the initial
centroids for the clusters.

2. Form k clusters by assigning each point (data) to the cluster whose center is closest, which is
determined by calculating the distance between the point and the cluster centers. The point is
assigned to the cluster with the smallest distance. Mathematically, the function that calculates the
distance of point x from the centers of cluster C, where the i-th point belongs to the j-th cluster, is
used.

x; € ¢jlj = argmini_ {[|x; — p[} (13)

3. After assigning points (data) to the clusters, compute the new centroids by calculating the
average of points within each cluster. These new centroids become the updated centers of the
clusters. The above steps are repeated until the distance between the centroids in consecutive
iterations falls below a specified sensitivity level.
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To evaluate or validate the results of clustering, the Davies-Bouldin index can be employed, which
is computed using the following formula:

. min15i<j5nd(i;j)
B maxi<g<nd’' (k)

(15)

where:

e nisthe number of clusters.

e cxis the center of cluster x.

e oxis the average distance of all elements in cluster x.

e d(ci, ¢j) is the distance between the centers ci and ¢j of clusters i and j, respectively.

The Davies-Bouldin index is structured to favor clustering algorithms that generate clusters with
minimal intra-cluster distances, indicating high similarity within clusters, and high inter-cluster
distances, indicating low similarity between clusters. A lower Davies-Bouldin index signifies superior
clustering outcomes. Consequently, a clustering algorithm that produces clusters with the smallest
Davies-Bouldin index is regarded as the best algorithm according to this criterion [121].

3.3.2 K-means clustering

In the real world, data can take various forms, including numerical and categorical data. While
the k-Means clustering algorithm is a powerful tool for analyzing large datasets, it is primarily suited
for numerical data and is not well-suited for data that includes specific categorical variables. To
address this limitation, Huang (1998) introduced an algorithm known as k-Modes, designed to handle
clustering with categorical data. KModes clustering is an unsupervised machine learning algorithm
used for clustering categorical variables. Unlike KMeans, which relies on distance measures for
continuous data, KModes is better equipped to deal with categorical data. In this algorithm, the
concept of "distance" is replaced by the difference (overall fit) between data points. The smaller the
differences between data points, the more similar they are considered. The mathematical
relationship of this algorithm involves calculating the distance between two data points, X and Y, by
counting the number of observations in X and Y with differing values. The formula for this distance
measure is given as equation (18), and it assesses the dissimilarity between categorical data points.
This makes it a suitable choice for clustering categorical data effectively [123].

XYY = ) 80k ) (16)
i=1

where
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The value or significance of the i-th observation in the data X, denoted as X_i, and the value or
significance of the i-th observation in the data Y, denoted as Y_i, are used in the formula for
calculating the distance between two data points in the KModes algorithm. The value of n represents
the total number of observations or data points in the dataset. Additionally, to determine the optimal
value of k (the number of clusters) in the KModes algorithm, the following formula is employed. This
formula is used to guide the selection of an appropriate number of clusters based on the
characteristics of the data and the clustering objectives.

k m
O EIWNCED (18)
=1i=1

Here, WCD is the within-cluster difference, k is the number of clusters, m is the number of
observations in each cluster, c is the cluster centroid, and d; is the sample dissimilarity measure.

4. Results
4.1 FF-SWARA Results

This section presents the findings obtained from applying the FF-SWARA method to determine
the relative importance of influential dimensions on user privacy in smart cities. Based on the results

of the meta-synthesis phase, nine key dimensions were identified as the evaluation criteria. Table 6
presents these nine dimensions together with their corresponding criterion codes (C1-C9).

Table 6.
List of influential dimensions on user privacy and their corresponding codes
No. Symbol Dimensions
1 C1 Awareness and understanding
2 C2 Trust
3 c3 Self-Control and Customization
4 C4 Transparency
5 C5 Reference Standards, Frameworks, and Rules
6 c6 Data Management
7 c7 Security Requirements
8 Cc8 Risk and Risk Management
9 c9 Acceptance of Smart City Applications

Subsequently, the opinions of seven domain experts were collected using fermatean fuzzy
linguistic variables, and the FF-SWARA approach was employed to calculate the relative weights of
these dimensions under uncertainty. The demographic characteristics of the participating experts are
summarized in Table 7.

Table 7.
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Demographic profile of the participating experts

No. Symbol Academic Degree  Field of Expertise Years of Experience
1 El Ph.D. Knowledge Management 11

2 E2 MSc Smart City Applications 14

3 E3 Ph.D. Smart Cities and Knowledge Management 10

4 E4 Ph.D. Decision-Making and Smart Systems 15

5 ES MSc Information Systems 13

6 E6 Ph.D. Data Management and Privacy Protection 16

7 E7 MSc Information Systems 9

Table 8 presents the experts’ assessments of the identified dimensions using the linguistic
variables provided in Table 4.

Tab

le 8.

Relative importance of the participating experts

Corresponding FFNs

No. Symbol Linguistic terms assessment . Importance weights of experts
1 El Q 0.75 0.3 0.151
2 E2 Q 0.75 0.3 0.151
3 E3 MQ 0.55 0.5 0.113
4 E4 vQ 0.95 0.1 0.202
5 E5 MQ 0.55 0.5 0.113
6 E6 vQ 0.95 0.1 0.202
7 E7 LQ 0.3 0.75 0.065

SWARA methodology.

After identifying the evaluation dimensions and assessing the participating experts, the FF-
SWARA method was implemented to calculate the relative importance of the identified dimensions.
The findings are presented in the following subsections according to the sequential steps of the FF-

Step 1: Ranking influential dimensions on user privacy in descending order
Industrial experts evaluated the importance of the identified dimensions using the linguistic
terms provided in Table 5. The linguistic assessments are summarized in Table 9.

Table 9.
Experts' linguistic assessments of the identified dimensions
Experts

Symbol E1 E2 E3 E4 ES E6 E7
C1 N/L SI/ML N/L MI/M SI/ML MI/M SI/ML
C2 N/L SI/ML N/L N/L SI/ML N/L SI/ML
c3 SI/ML MI/M SI/ML SI/ML MI/M MI/M MI/M
Ca SI/ML MI/M SI/ML MI/M MI/M MI/M MI/M
(65) El/VH VI/H I/MH VI/H El/VH VI/H El/VH
C6 VI/H El/VH VI/H El/VH VI/H El/VH El/VH
c7 El/VH VI/H El/VH VI/H El/VH El/VH El/VH
Cc8 MI/M I/MH MI/M I/MH MI/M I/MH MI/M
(6] N/L SI/ML N/L N/L N/L N/L N/L
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These assessments were subsequently transformed into their corresponding FFNs and
aggregated across the seven experts using Equations (6) and (7). The aggregated FFNs were then
converted into crisp values by applying Eq. (4). Based on the obtained crisp values, the influential
dimensions on user privacy were prioritized, and the ranking results are presented in Table 10.

Table 10.

Crisp values and ranking of the identified dimensions
Symbol El E2 - B7 Aggregate Crisp number Rank

v u v v U v u v

c1 0.2 0.85 0.35 0.7 0.35 0.7 0.36 0.71 0.69 7
Cc2 0.2 0.85 0.35 0.7 0.35 0.7 0.24 0.81 0.47 8
c3 0.35 0.7 0.55 0.5 0.55 0.5 045 0.62 0.85 6
C4 0.35 0.7 0.55 0.5 0.55 0.5 049 0.57 0.93 5
(65) 0.97 0.1 0.85 0.2 0.97 0.1 0.87 0.21 1.65 3
C6 0.85 0.2 0.97 0.1 0.97 0.1 093 0.15 1.79 2
c7 0.97 0.1 0.85 0.2 0.97 0.1 093 0.15 1.80 1
Cc8 0.55 0.5 0.7 035 .. 0.55 0.5 0.63 043 1.17 4
(°] 0.2 0.85 0.35 0.7 0.2 0.85 0.22 0.83 0.43 9

Step 2: Determining the significance coefficient of each dimension

Following the prioritization of the dimensions in Step 1, the industrial experts evaluated the
relative significance of each dimension with respect to its immediately preceding dimension in the
ranking sequence. The pairwise comparisons were conducted using the linguistic scale presented in
Table 5. The evaluation process began with a comparison between the second- and first-ranked
dimension and proceeded sequentially until all adjacent dimensions had been assessed. The linguistic
judgments provided by the experts were then converted into their corresponding FFNs and
aggregated using Equations (6) and (7). Subsequently, the aggregated FFNs were transformed into
crisp values by applying Eq. (4). Based on these crisp values, the significance coefficient (k;) for each
dimension was computed using Eq. (8).

Step 3: Calculating the significance weight of each dimension.

The significance weight (g;) of each dimension is determined using Eq. (9).

Step 4: Determining the relative weight of each dimension.

In the last step, the relative weight (w;) of each dimension is computed using Eq. (10). The results
of the last three steps can be seen in Table 11.

Table 11.
Crisp values and ranking of the identified dimensions
Symbol Relatlve. 5|gn|f|.cance Fermatean linguistic  Aggregate Crisp k; a W,
comparison with C;_; terms u v number
c7 - - - - 1 1 0.385
N/L, N/L, N/L, N/L,
C6 Cc7 N/L, MI/M, MI/M 0.26 0.80 0.50 1.50 0.67 0.257
I/MH, SI/ML, SI/ML,
(65 C6 I/MH, SI/ML, MI/M, 0.50 0.57 094 194 0.34 0.132
MI/M
C8 C5 N/L, N/L, MI/M, N/L, 0.30 0.77 0.58 1.58 0.22 0.084

SI/ML, MI/M, SI/ML
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C4

c3

C1

Cc2

9

C8

c4

c3

C1

Cc2

N/L, SI/ML, N/L, N/L,
SI/ML, SI/ML, SI/ML
N/L, N/L, SI/ML, N/L,
N/L, N/L, N/L

I/MH, SI/ML, N/L,
SI/ML, N/L, SI/ML,
SI/ML

SI/ML, N/L, N/L, N/L,
N/L, N/L, N/L

N/L, N/L, I/MH, N/L,
SI/ML, MI/M, SI/ML

0.27

0.21

0.34

0.22

0.31

0.79

0.84

0.73

0.83

0.76

0.53

0.42

0.66

0.43

0.59

1.53

1.42

1.66

1.43

1.59

0.14

0.10

0.06

0.04

0.03

0.055

0.038

0.023

0.016

0.010

4.2 K-means Clustering Results

In order to implement the first approach, the data from the questionnaires for all users were
collected and organized in an Excel file. The primary columns in this file included the user number
and the user's evaluation of the importance of each dimension. The choice of the k-means algorithm
for this approach was motivated by the suitability of the input matrix's dimensions and the desired
output type for this method. The implementation of the k-means clustering algorithm was carried
out using software tools like MATLAB and RapidMiner. An analytical comparison was conducted to
determine the optimal values for k (the number of clusters) and the number of iterations. Through
this analysis, it was found that the optimal value for k was 4, and the algorithm required 50 iterations
to reach a stable solution. The algorithm's parameters were set according to these findings. Figure 4
in the research presentation illustrates the optimal value of k, which was determined through this
process.
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Fig. 4. The number of k obtained and the selection of the optimal k

Once the optimal parameters were determined, the k-means clustering algorithm was
implemented with these settings. As a result, users were grouped into 4 clusters based on their
varying degrees of importance assigned to their privacy. The output of this clustering process
provided the results and the center of each category, as detailed in Table 12. This categorization
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allowed users to be placed into distinct clusters according to their individual privacy preferences and
priorities.

Table 12.

Clustering of users
Attribute Cluster_0 Cluster_1 Cluster_2 Cluster_3
User 34 7 20.500 46.500
Points 0.874 1.029 1.401 0.541

Also, this clustering is displayed on the graph in Figure 5 with different colors and coordinates of
each user.

User

X: 1.883,Y: 31

User

Points
Fig. 5. Clustering of users and the placement of users in different clusters

custero  EIIIEGGED

Points is on average 66.00% smaller

Cluster 1 m

Points is on average 71.29% larger

Points is on average 124.29% larger

cluster3  CEEIEEEEEED

Points is on average 5.67% smaller

Fig. 6. Number of users in each cluster

Based on the output of this analysis, developers in each smart city can effectively cluster the
citizens according to their security needs and privacy considerations, as assessed through surveys
and questionnaires. By categorizing citizens into different clusters based on their privacy preferences
and priorities, developers can tailor personalized suggestions and solutions for each cluster. This
approach allows for the customization of privacy-enhancing recommendations that align with the
specific desires and requirements of each group of citizens. It enables a more targeted and effective
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strategy for improving privacy and security in a smart city environment, ultimately enhancing the
overall quality of life and satisfaction of its residents.

4.2 K-modes Clustering Results

In this study, the choice of the K-Modes algorithm was driven by the type of data, which includes
both numerical data and categorical variables. Initially, it was calculated the optimal value for k (the
number of clusters) for a dataset comprising 53 samples, and the resulting clusters are illustrated in
Figure 7. The optimal number of clusters for this dataset is 4. It's observed that having 2 or 3 clusters
increases the cost and doesn't yield significant efficiency improvements. Beyond k=4, the cost-
optimality gradient becomes less pronounced, and there isn't a substantial difference between
having 4 clusters and increasing it to 8 clusters. Increasing the number of clusters beyond a certain
point can lead to less optimal and less efficient sample (user) clustering. Therefore, it was chosen the
middle ground of 4 clusters as the optimal choice, balancing effectiveness and efficiency in the
clustering of samples.

Elbow Method For Optimal k

340

320 1

300 -

280 1

Cost

200 1

2410 1

220 1

200 1

Mo. of clusters

Fig. 7. Optimal k value in K-modes algorithm

The analysis of the results of this algorithm on the samples shows that the number of optimal
clusters is equal to 4. Figure 8 shows the number of users in each cluster.
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The number of clusters and placement of users

4
15%

17%

2
26%

Fig. 8. Clustering of users based on the K-modes algorithm and the number of users in each cluster

In the first cluster, which includes the largest number of users (22 out of 53), the findings indicate
that 15 users prioritize dimensions related to reference standards, frameworks, and rules as their
first to third priorities for safeguarding their privacy. Additionally, 12 users have acknowledged that
security requirements are among their top three priorities, while 10 users consider transparency as
an important aspect within their first to third priorities for protecting their privacy. Moving on to the
second cluster, which consists of 14 users, 12 of them prioritize both transparency and trust as their
top three priorities. Furthermore, 9 users in this cluster consider awareness and understanding as
their primary concerns for maintaining privacy.

In the third cluster, comprising 9 users, 8 of them place transparency as one of their top three
priorities for safeguarding their privacy. Additionally, 5 users within this cluster prioritize dimensions
such as reference standards, frameworks, and rules, as well as self-control and customization, as their
top three priorities. Finally, in the fourth cluster, which includes 8 users, 6 individuals emphasize data
management and control as one of their three most important priorities for protecting their privacy.
Furthermore, 4 users consider security requirements and awareness and understanding as their top
priorities for privacy protection in the context of the smart city. An analysis of the above results
reveals that transparency is the most significant dimension for smart city users when it comes to
protecting their privacy. This dimension consistently ranks among the first to third priorities across
various clusters. Following transparency, "security requirements," " reference standards,
frameworks, and rules," and "awareness and understanding" emerge as the top three priorities for
users in different clusters.

To provide an integrated view of the study, Figure 9 presents a schematic overview of the
research findings. It summarizes the proposed knowledge management-based framework by
illustrating the sequential stages of the research, including knowledge acquisition through meta-
synthesis, expert evaluation using FF-SWARA, knowledge sharing and application based on the SECI
model, user clustering, and the resulting practical outcomes for smart city user privacy preservation.
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Fig. 9. Integrated framework of the proposed approach and research findings.
5. Conclusion

With the advent of the age of information and the rise of digital technologies, the concept of the
smart city stands out as one of the most innovative and influential developments in this
transformative era. It has introduced a multitude of initiatives and advantages for its users. In this
context, users actively participate in these initiatives and reap their advantages, while a substantial
volume of data and information is consistently collected, stored, processed, and utilized. A critical
concern that significantly influences the acceptance of smart city initiatives is the preservation of
user security and privacy, especially their personal data. To tackle these concerns, it is imperative to
put in place specific measures during the implementation of smart city initiatives. Among these
measures is the identification and evaluation of factors and indicators that affect user privacy within
the smart city ecosystem. Recognizing these factors and deriving insights from them serves as the
basis for making informed decisions and effectively safeguarding user privacy. To acquire this vital
knowledge, it is imperative to manage and collect data, information, and explicit knowledge in line
with the overarching context. This study employs a two-step approach to identify these factors and
extract valuable insights from them.

Prior to commencing the steps based on Wiig's knowledge management cycle (knowledge
creation and acquisition, knowledge integration and sharing, as well as application and utilization of
knowledge), this study aims to investigate the knowledge collected across all three stages of
knowledge management and how this knowledge, comprising both explicit and latent knowledge, is
stored and utilized to create a new knowledge model. This process also seeks to understand how
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acquired knowledge and creativity should be disseminated and ultimately put into practice. To
address the above questions, the initial step involved the extraction, acquisition, and identification
of dimensions influencing user privacy. This process was carried out through the meta-synthesis
approach, yielding 9 acquired dimensions: "Awareness and Understanding" (C1), "Trust" (C2), "Self-
Control and Customization" (C3), "Transparency" (C4), "Reference Standards, Frameworks, and
Rules" (C5), "Data Management" (C6), "Security Requirements" (C7), "Risk and Risk Management"
(C8), and "Acceptance of Smart City Applications" (C9).

In the second step, the relative importance of these identified dimensions was determined using
the FF-SWARA method, based on the judgments of seven domain experts. This approach effectively
captured the uncertainty inherent in experts' assessments. The findings revealed that Security
Requirements (C7) emerged as the most influential dimension affecting user privacy with a weight of
0.385, followed by Data Management (C6) with a weight of 0.257, Reference Standards, Frameworks,
and Rules (C5) with a weight of 0.132, Risk and Risk Management (C8) with a weight of 0.084,
Transparency (C4) with a weight of 0.055, Self-Control and Customization (C3) with a weight of 0.038,
Awareness and Understanding (C1) with a weight of 0.023, Trust (C2) with a weight of 0.016, and
Acceptance of Smart City Applications (C9) with a weight of 0.010. The dominance of security
requirements and data management underscores the critical importance of robust technical
safeguards and proper data governance in smart city ecosystems.

In the third step, the findings from the first step were shared with smart city users through a
questionnaire, following Nonaka and Takeuchi's theory and the knowledge creation cycle. This
explicit knowledge was shared among users to extract tacit knowledge, experiences, and opinions.
The output of this stage was considered as input for the knowledge application stage. Here, clustering
techniques were employed to analyze and extract tacit knowledge from users, categorizing it into
specific groups and clusters. This knowledge was then utilized for personalization and profiling of
other users, becoming internalized. In this step, two clustering techniques, K-means, and K-modes,
were employed for different purposes. K-means was used to cluster users based on the importance
of dimensions in safeguarding their privacy. The results revealed the significance of the set of
dimensions for each user, resulting in users being grouped into 4 clusters based on their assigned
scores. Users in the first cluster found these dimensions very important, suggesting that smart city
developers should consider additional dimensions to address their needs. Conversely, users in the
fourth cluster attached less importance to these dimensions, allowing developers to take suitable
actions to address their concerns.

K-modes, on the other hand, was used to cluster users based on the prioritization of relevant
dimensions according to their preferences and opinions. The analysis showed that users were
clustered into 4 groups based on the similarity and priority of their dimension categorization. Cluster
1 exhibited the highest similarity in categorizing users, representing 42% of the total, indicating the
most common categorization among users. The overall clustering results indicated that the
"transparency" dimension ranked among the top 3 priorities for users in all clusters, followed by
dimensions such as " reference standards, frameworks, and rules," "security requirements," and
"awareness and understanding" in the priorities of other users. Notably, while the FF SWARA expert
analysis placed security requirements as the most critical dimension, the user clustering revealed
that transparency was the most frequently prioritized dimension among end users. This divergence
highlights an important gap between expert and user perspectives, suggesting that citizens may value
clear and open communication about data practices even more than technical security measures.

This clustering indicates that knowledge obtained from users' implicit knowledge can be applied
to profiling, personalization, and future user recommendations. It can provide a suitable outcome
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and application for preserving their privacy and making relevant suggestions. The integration of the
FF-SWARA results with the clustering outcomes creates a comprehensive knowledge framework: the
expert-driven weights inform the design of privacy policies and technical infrastructures, while the
user-driven clusters guide the customization of privacy interfaces and communication strategies. This
dual approach ensures that both technical robustness and user-centricity are addressed in smart city
privacy preservation efforts.

Within the scope of this study, one of the limitations lies in the relatively small number of
participants or the restricted sample size. This limitation might affect the extent to which the research
findings can be generalized, and the broader applicability of the knowledge framework developed
for safeguarding smart city user privacy. Also, the following suggestions align with the discoveries
made in this study and offer insights into potential avenues for future research:

e Ethical Frameworks for Smart Cities: As this study mentions the importance of laws and
frameworks, future research could delve into the development of comprehensive ethical
frameworks specific to smart city environments.

e User-Centric Design and Customization: Building on clustering analysis and FF SWARA
findings, further research can explore the development of user centric smart city systems that
adapt to individual preferences and privacy concerns. This may involve Al driven
customization and personalization and the development of user-friendly interfaces that allow
users to customize their data sharing settings based on their cluster membership.

e Long-term User Trust and Engagement: Investigating how trust and engagement with smart
city initiatives evolve over time. Longitudinal studies could track user attitudes, behaviors,
and concerns as they interact with these technologies, helping policymakers and developers
adapt to changing user needs.

e User-Generated Data Governance: Researching how smart cities can involve citizens in the
governance of the data they generate. This participatory approach could lead to more
transparent and user-friendly data management systems.

e Legal and Regulatory Challenges: Investigate the legal and regulatory challenges that may
hinder the protection of user privacy in smart cities, with particular attention to how different
regulatory frameworks (such as GDPR) interact with user expectations and expert identified
priorities.

e Comparative Studies: Future research could compare the relative importance of privacy
dimensions across different smart city contexts, cultures, and geographical regions, using the
FF SWARA methodology to understand how contextual factors influence both expert and user
perceptions of privacy requirements.
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